

· Download Burp Suite Community Edition installed (free from portswigger.net/burp/communitydownload).
· Create a free PortSwigger Web Security Academy account (portswigger.net/users/register). Each lab spins up a fresh disposable instance per account.
· Use Burp’s embedded Chromium browser (Proxy tab → Intercept → Open Browser).

Practicals
Easy — SQL injection: retrieve hidden data
· Lab: lab-retrieve-hidden-data
· Tools: Proxy + Repeater
· Approach: click a category (e.g. Gifts), capture the GET /filter?category=Gifts request in HTTP history, send to Repeater (Ctrl+R), then inject into the category parameter.
· Payload: Gifts'+OR+1=1--
· Resulting query: SELECT * FROM products WHERE category = 'Gifts' OR 1=1--' AND released = 1
· Why it works: OR 1=1 makes WHERE always true so all rows return; -- comments out the rest of the query including the AND released = 1 clause.
· Common stumble: members forget to URL-encode the space or single quote. Tell them to right-click in Repeater → Convert selection → URL → URL-encode key characters. Or just use + for spaces and Burp does the rest.
Medium — SQL injection: login bypass
· Lab: lab-login-bypass
· Tools: Proxy + Repeater
· Approach: submit any login, intercept the POST /login request, send to Repeater, modify the username field.
· Payload: username = administrator'--, password = anything
· Resulting query: SELECT * FROM users WHERE username = 'administrator'--' AND password = 'xyz'
· Why it works: the trailing -- comments out the AND password = … check, so the database returns the administrator row regardless of password.
· Common stumble: in the browser the response is a redirect to /my-account?id=administrator — follow it in Repeater (right-click → Follow redirection) or just paste the redirect URL into the browser to see they’re logged in.
Hard — Excessive trust in client-side controls
· Lab: lab-logic-flaws-excessive-trust-in-client-side-controls
· Tools: Proxy + Repeater
· Approach:
·    1. Log in with the lab credentials (provided on lab page: wiener:peter).
·    2. Add the leather jacket to the cart.
·    3. Intercept the POST /cart request — notice the price parameter is sent by the client, in pennies.
·    4. Send to Repeater, change price=133700 to price=1, forward.
·    5. Place the order. Total < $100 = lab solved.
· Why it works: the server trusts the client-supplied price instead of looking it up in its own product table.
· Real-world note: this exact class of bug is still found in production e-commerce apps in 2026. Worth flagging.
· 
